Links to guides

Apple iOS (iPad/iPhone/Mac):
. Apple Support: Use parental controls on your child's iPhone or iPad: https://support.apple.com/en-gb/105121
. Apple Support: Set up parental controls with Family Sharing on iPad: https://support.apple.com/quide/ipad/set-up-parental-controls-ipad02e876e6/ipados

. Internet Matters: Apple iPhone and iPad parental control guide:

Any Android (Samsung, Huawei, LG, Motorola) device:

. Google Play Help: How to set up parental controls on Google Play: https://support.google.com/googleplay/answer/1075738?hl=en
° Google For Families Help: Manage your child's screen time: https://support.google.com/families/answer/7103340?hl=en

. Samsung Support: Parental controls available on your Galaxy phone or tablet: https://www.samsung.com/us/support/answer/ANS10003399

° Internet Matters: Android Smartphone guide - Parental Controls:

https:
Microsoft Windows:
° BT: Microsoft® Windows® Parental Controls: https://www.bt.com/content/dam/bt/help/legacy/Microsoft%20Windows%20Parental%20Controls.pdf

. Internet Matters: Windows 10 safety - Parental Controls: https:
° Internet Matters: Windows 11 parental controls guide:

. Avast: How to Set Parental Controls on Windows 10: https://www.avast.com/c-parental-controls-windows

Guides for most devices and applications can be found on:
https://www.internetmatters.org/
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Links to guides

Xbox:
° Internet Matters: Xbox Series X |S parental controls:
https://www.internetmatters.org/parental-controls/gaming-consoles/xbox-series-x-s-parental-controls/
° Internet Matters: Xbox One and Xbox One S parental controls:

https://www.internetmatters.org/parental-controls/gaming-consoles/xbox-one-and-xbox-one-s-guide/

° ESRB Ratings: Xbox - Parental Controls: https://www.esrb.org/tools-for-parents/parental-controls/xbox/

Sony PlayStation:
° PlayStation Support: How to set parental controls on PlayStation consoles:

https: //www.playstation.com/en-us/support/account/ps5-parental-controls-spending-limits/

° Internet Matters: PlayStation Network safety guide:

https://www.internetmatters.org/parental-controls/gaming-consoles/playstation-network/

° ESRB Ratings: PlayStation 5 - Parental Controls: https://www.esrb.org/tools-for-parents/parental-controls/playstation-5/

e  Virgin Media: A Guide to Parental Controls on the PlayStation 4: https://www.virginmedia.com/blog/parental-controls/gaming-ps
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Digital Resilience
How to support your child to stay

safe online

Led by Mohammed Mangerah (AHT) & Lucy Still (AHT- Mental Health
Lead)




Learning outcomes

By the end of today’s parental meeting, we aim

to cover

Reflect on data from Plashet School research on
social media usage

Reflect on and give practical tips on how to
support young people to manage their digital life
The links with Smartphone use and wellbeing
Tips for parents & carers in supporting your child
to manage their screen time

PLASHET SCHOOL

COMMUNITY, EQUALITY, ACHIEVEMENT



Anyone in the room recognise this sound?

Connect Dial-up Connection

[v] Save thes user name and password fos the followang users:

() Me only
") Argone who Uses the compader

Dial 4169737703 3

[ D || Concel || Propeties | [ Hep |



https://www.youtube.com/watch?v=gsNaR6FRuO0

JONATHAN HAIDT
. The Anxious
Generation

How the Great Rewiring
of Childhood Is Causing
an Epademic of Mental lliness ®

‘Urgent and essential’ ‘

First iphone: 2007

Around 2012 most people got
Smartphones
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Tech

Bill Gates and Steve Jobs raised their

kids tech-free — and it should've been a
red flag

« Tuesday 24 October 2017 13:30 BST D@ X =

Silicon Valley parents are strict about tech use

« Interviews with Bill Gates, Steve Jobs, and other tech elites
consistently reveal that Silicon Valley parents are strict about
technology use.

» A new book suggests the signs may have been clear years ago that
smartphone use should be regulated.

» There may be a way to integrate tech into the classroom, however,
that avoids its harmful effects.

Psychologists are quickly learning how dangerous smartphones can be for
teenage brains.

Research has found that an eighth-grader's risk for depression jumps 27%
when he or she frequently uses social media. Kids who use their phones
for at least three hours a day are much more likely to be suicidal. And



Social Media



What apps/platforms do Plashet Student mostly use?

Instagram 170 (24.7%)
Snapchat

TikTok

381 (55.4%)
356 (51.7%)

WhatsApp 374 (54.4%)
Facebook 19 (2.8%)
X (Twitter) 23 (3.3%)

BeReal

Discord 120 (17.4%)
YouTube

| do not have access to any so...

594 (86.3%)

0 200 400 600

Did you know! Most social media sites have 13+ age restriction policy



Three most popular social media apps- what do these
platforms have in common?

:




Algorithms

e Social media algorithms are designed to maximise user engagement and time
spent on platforms.

e Algorithms tailor feeds to individual preferences.
e Each piece of engaging content triggers a release of dopamine, a

neurotransmitter associated with pleasure and reward, reinforcing the
behavior of checking the feed.



Algorithms

TikTok's algorithm tracks every interaction, including likes, comments, rewatches,

and swipes, to personalise the feed and keep users engaged, potentially leading
to excessive screen time and addiction.

Other Social Media Platforms:

Platforms like Facebook and Instagram also utilise algorithms to deliver
personalised content, including ads, to maximise user engagement and time spent
on the platform.



The Cycle of
Instant Gratification

Want to avoid

the task
Watching
Netflix, scrolling
I through social
media etc.

«— You brain releases dopamine
and encourages you to opt
for the pleasurable
activity next time

LifeHack



Social Media Usage

How much time do you spend on social media on a typical school day?
688 responses

@ Less than 1 hour
@® 1-2 hours

@ 3-4 hours

@ More than 4 hours




Social Media Usage on the weekend

How much time do you spend on social media on Saturday or Sunday?
688 responses

@ Less than 1 hour
@® 1-2 hours

) 3-4 hours
@ More than 4 hours




Online Gaming

Do you play any multiplayer game, where you can talk or chat to others online like Roblox.
688 responses

@ Yes
® No




Secret Apps

1 in 10 students have a secret app!

iitietitet




Issues arising from Social Media in school

e Cyber Bullying
o Comments
o Group chats
o Edited images and videos

Sexting

Sending of nudes
Grooming
Pornography



Parental Controls



Devices that can have Parental Controls

Almost all devices, operating systems and games consoles can have parental control
set-up.

Apple iOS (iPad/iPhone/Mac)
Any android (Samsung, Huawei, LG, Motorola) device
Microsoft

e Windows
e XBox

Sony Playstation



Parental Controls

Content Filtering: Blocking
inappropriate websites,
apps, and media.

Communication Controls:
Managing contacts and
potentially monitoring
communication.

Time Management: Setting
screen time limits,
bedtimes, and app-
specific time budgets.

Location Tracking: Real-
time location.



Parental Controls

=

Purchase Controls:
Preventing unauthorized
downloads and
purchases.

Account/Profile
Management: Creating
child accounts with age-
appropriate settings.

Activity Monitoring:
Tracking app usage,
website history, and
search history.

Remote Management:
Locking devices and
disabling features
remotely.



Apple iOS - Family Sharing

On your iPhone or iPad

1.

Open the Settings app, then tap your name.

Tap Family (or Family Sharing), then tap Set Up Your Family.

Follow the onscreen instructions to set up your family and

invite your family members

If your child doesn't have an Apple Account, tap Create an Account
for a Child. But if your child already has an Apple Account, tap Invite
People. They can enter their password used for their Apple Account
on your device to accept the invitation.

Follow the onscreen instructions to set up parental controls, location
sharing and more.

< Settings

S\
Q

g€c4g®

Family
Will
Age 10

Olivia
Age 15

‘ Dawn

Adult

9 Ashley
Parent/Guardian

. Danny (Me)
Organizer

See what family members can access and share, and
manage child account settings and parental controls.

a Recommended For Your Family

8 active items




Apple iOS - Managing Screen Time
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Android & Google Family Link

You will need to download the ...
Google Family Link app

(available on iOS too).

3:50 @

W PLR7% an ©
¢«

= My

W P4 R74%
&«
® o
i ? o 1 .
Does your child have a Google Account? Get your child’s device
They’ll need an account ending in @gmail.com in order for you
to set up supervision for them
Qs Parent access code 1 Open Settings
= T
il = \
& Manage family 2 ( é‘( | 2 For Android devices, go to Google, then
\ /\' Parental controls
\ \ Iy ) For ChromeOS devices, go to People, then
\ /\\ l Parental controls
\y ‘\‘ 3 Follow the steps to set up parental controls
\ s/
. 4 Tap Done below when you've finished

Need help?

4



! Time limits
2 he limwt + App Bimits sot

a Schedules
Downtime & school time off

Screen tee

Unlimited time

Epic!

4 hr limit

v G -

M coney o @

Google Play
App approvals & restrictions

YouTube
Tools for parents, kids & teens

Google Chrome and Web
Webasite & browser restrictions

Google Search
SafeSearch & personaization

Contacts, calls & text
Manage communication settings

&

=)

®

Niwme
Casey Martin

Birthday
March 18, 2017

Gender
Rather not say

Change password

Delete account




Students will always try a way.

Hidden accounts

Hidden apps

Parents/siblings own phones are easy way
Using laptops/chromebooks

Using a friends a phone

Buying a secret phone




What we do as a school

Learning for life lessons

Assemblies

Tutor activities

Monitoring of PCs and Chromebooks

Following an incident

Investigate as per the behaviour policy
o  We can go through pupil’s phones/social media

Sanctions
Reporting to police
Mediation and counselling with wellbeing/behaviour teams



How does social media affect wellbeing?




Mental health conditions reported by students in 2021/22 over seven

times higher than a decade earlier

Home students reporting a mental health condition, England
- 6%

- 5%
- 4%
- 3%
- 2%

- 1%

- 0%

2010/11 2012/13 2014/15 2016/17 2018/19 2020/21






The developing brain

Young people may have difficulties with impulse control

The opinions and actions of other young people will matter
much more to them

Peer relationships play an increasing role in the emerging
sense of self, well-being and behaviour



Have you ever compared yourself to others on social media and felt worse about yourself?
670 responses

@ VYes, often
@ Sometimes

@ No




Do you ever stop doing something to check your social media apps?
670 responses

@ Yes
® No




Have you ever reported or blocked someone due to negative behaviour on social media?
670 responses

@ Yes
® No

@ Can't remember




Have you ever seen mean comments, negativity, edited photos or videos on social media (aimed at

someone else)
670 responses

@ Yes
® No




Do you ever use social media when you should be sleeping?
686 responses

@ VYes, often
@ Sometimes

@ No




What Plashet students shared with us when we digged deeper
All students bar one used social media and all lied about their age to join it

They all had been approached and asked to be befriended or communicated to
by someone they didn't know

They all thought it was a bad idea to ban social media for young people
because ‘life would be boring without it’

When asked if they would allow their own child to use social media they
unanimously said ‘No’



Challenges

Sleep deprivation
Addiction

Social deprivation
Attention difficulties

Negatively impacts Mental Health and Wellbeing







What can we do as parents/carers to support our young

people?

Core Principles

Wait for Smartphones: Don't give children smartphones until
around age 14. Use basic call/text phones before that if needed.

No Social Media Until 16: Keep children off social media until at
least age 16.

Phones Out of School: Schools should ban phones during the
day.

Focus on Real Life: Children need lots of playtime, friends, and
doing things in the real world, not just on screens.

JONATHAN HAIDT
. 1 he Anxious
Generation

How the Great Rewining
of Childhocod Is Causing
£ Al M s

v Coldaniloa o

At Plashet we already have

this embedded. But
parental support is vital.



Tips for Parents and Carers

Set Phone Rules: Decide when, where, and how children can use phones (time limits, no-phone zones).

Be a Good Example: Show your children you have a healthy balance with your own phone.

Help Them Connect in Person: Make sure your children have chances to see friends and family face-to-face.

Get Them Doing Other Things: Encourage your children's hobbies, sports, and fun activities that don’t involve
screens.

Teach About Online Safety: Talk to your children about staying safe online and the downsides of too much
screen time.

Use Phone Controls: Use settings to limit what your children can do and see on their phones.

Keep Talking: Regularly chat with your children about what's happening online, good and bad.

Make a Family Plan: Create phone rules together as a family with your children.

Talk to Other Parents: It helps if parents agree on things like when children get phones.






